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Abstract 

Introduction 

This study aimed to isolate and 

characterize the microorganisms 

isolated on the biometric 

fingerprint scanners in the 

University of Northern Philippines.  

Specifically, it sought response to 

the following objectives: (a) to 

determine the microorganisms 

isolated on the finger print scanner 

device in UNP; (b) to determine the 

colony counts of the bacteria 

isolated on the finger print 

scanning devices located at 

different stations in UNP and 

collected at different times of the 

day.This study made use of the 

experimental research design and 

was conducted in actual laboratory 

setting.  It was limited to the 

detection of the different 

microorganisms present in the four 

out of the six biometric scanners 

stationed in the different locations 

within the university.  After 

identification of the 

microorganisms, characterization 

and colony count of these 

microorganisms were likewise 

conducted.  The collection of 

specimens was done at the 

administration building, CHS 

building and the Guestel building.  

The primary cultivation of the 

microorganisms was conducted at 

the Bacteriology Laboratory of the 

College of Health Sciences, UNP 

while the colony count and 

identification of the individual 

microorganisms was performed at 

the Mariano Marcos Memorial 

Hospital and Medical Center in 

Batac City, Ilocos Norte.  The 

isolation and cultivation of the 

bacteria was done manually.  

Characterization of the bacteria 

involved the use of biochemical 

testing and gram staining.  

Identification and colony count was 

performed using the VITEC 

machine.   

 

Result 

There were seven microorganisms 

isolated from the different 

biometric machines (BM) installed 

in different buildings within the 

University campus.  Four of these 

organisms are cocci or round-

shaped.  These are Staphylococcus 

aureus, Staphylococcus 

epidermidis, Micrococcus luteus 

and Propionebacterium acnes.  Two 

of the organisms are bacilli or rod-

shaped.  These are Escherichia coli 
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and Corynebacterium diphtheria.  

Only one of the isolated organism 

is a fungus.  This is Trichophyton 

mentagrophytes.  All seven 

microorganisms were isolated from 

the BM installed at the CHS 

building.  In the same way, all 

organisms except T. 

mentagrophytes were isolated in 

the BM installed at the Guestel 

building.  The minimum number of 

organisms isolated from the BM 

were five and all BM harbors an 

organism coming from human and 

animal feces (Escherichia coli).   

 

Introduction 

               Biometric devices are now 

commonly used in the working 

environment. The use of biometric 

fingerprint scanner is commonly 

found in public places such as 

hospitals, schools, universities, 

hotels, government institutions, 

metro stations etc.  These devices 

have become a necessary tool to 

record accurately the time when an 

employee enters and goes out of 

work.   

Because of the worldwide uses of 

biometric devices for public 

purposes, there is a great 

possibility of transferring 

microorganisms present on our 

skin like Staphylococcus epidermidis, 

Staphylococcus aureus, 

Corynebacteria, Propionibacterium 

acnes, Micrococcus luteus, etc, from 

one person to another person by 

fingerprint scanner device.  

It is therefore the aim of this 

research to isolate and characterize 

the microorganisms isolated on the 

biometric fingerprint scanners in 

the University of Northern 

Philippines.   

Its importance is directed but not 

limited to faculty and employees 

who are using biometric fingerprint 

scanner about the microorganism 

that are commonly found on 

human skin that could be 

transferred from one person to 

another by the use of the above 

mentioned devices.  

 This will also further encourage 

people to take precautionary as 

well as preventive steps to avoid 

transmission of microorganisms by 

using these devices. This research 

also serves as a springboard for 

more research on microbial 

analysis, which will then be very 

useful for the future prevention of 

any harmful diseases that can be 

transmitted via any devices.   

 

Materials and Methods 

 

Specimen collection and cultivation 

of the microorganisms were 

conducted at the Bacteriology 

Laboratory of the College of Health 

Sciences, University of Northern 

Philippines (UNP), Vigan City while 

the isolation, characterization, 

identification, confirmation and 
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colony count of the microbial 

isolates were   performed at the 

Mariano Marcos Memorial Hospital 

and Medical Center Bacteriology 

Section, Batac City, Ilocos Norte. 

 

 
Plate 1.  Bacteriology Laboratory of 

the College of Health Sciences 

 

Sample were taken from four 

biometric fingerprint scanners in 

the University of Northern 

Philippines (UNP), Vigan City, which 

were used for logging in and 

logging out of their employees 

 

The reagents used in the 

experiment were 95% ethyl alcohol, 

to disinfect the working tables; 

sterile test tubes containing 5 mL of 

Normal Saline Solution (NSS), to 

cultivate the microorganisms 

collected in the biometric devise 

screens; Nutrient Broth (NB), 

Nutrient Agar (NA), Blood Agar 

Plates (BAP), McConkey Agar 

(MCA), and Potato Dextrose Agar 

(PDA) to cultivate the 

microorganisms; Gram Stain 

solution, to color the bacterial 

smears, and distilled water, to 

dissolve and prepare the culture 

media.       

 

Of the six (6) biometric machines 

installed in the university, only four 

(4) were used in the experiment.  

These are: Biometric Machine (BM) 

1 – outside the Cashier’s Office, BM 

2 – outside the Registrar’s office, 

BM 3 – University Canteen, and BM 

4 – CHS building.  These were 

chosen by their accessibility to 

employees.  Each BM was  

disinfected with absolute ethyl 

alcohol at 6:30AM and specimen 

collection was done at 30 minutes 

after sterilization or at 7:00AM, at 

8:30AM, at 12:30PM and at 5:30PM.  

These were repeated three times 

and were conducted every other 

day.      

 

Bioethical Clearance 

Before starting the experiment, 

clearance from the UNP Bioethics 

Committee was sought.  The Ethics 

Review Committee forms 1 and 2 

were properly filled out and 

submitted to the committee before 

conducting the experiment. 

Statistical Treatment of Data 

 Only the mean was used to treat 

the data in the experiment.  It was 

employed to describe the colonial 

features in terms of the average 

colony count of the 

microorganisms isolated from the 

biometric machines. 

RESULTS 

This section deals with the 

presentation, analysis and 
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interpretation of data gathered in 

the study.  The data are presented 

in the tabular, graphical and textual 

forms.   

 

Table 1 : Microorganisms Isolated from each of the Biometric Machines 

 

Microorganisms 

Isolated 

Biometric 

Machine 1 

(Outside the 

Cashier’s 

Office)  

Biometric 

Machine 2 

(Outside the 

Registrar’s 

Office) 

Biometric 

Machine 3 

(University 

Canteen) 

Biometric 

Machine 4 

(CHS 

Building) 

Staphylococcus aureus Present Present Present Present 

Staphylococcus 

epidermidis 

Present Present Present Present 

Micrococcus luteus Present Present Present Present 

Propionebacterium 

acnes 

- - - Present 

Escherichia coli Present Present Present Present 

Corynebacterium 

diphtheria 

- - Present Present 

Trichophyton 

mentagrophytes 

- - - Present 

Undifferentiated life 

forms 

Present Present Present Present 

 

The table above presents the 

different microorganisms isolated 

from the four biometric machines 

installed at different sites inside 

UNP.  This was identified using the 

VITEC machine and was confirmed 

through gram staining technique.    

 

Table 2: Colony Count of the Microorganisms Isolated 

Biometric Machine Number of Colonies / 

Trial 

Average Grand Ave. 

Colonies 

1 2 3 

Biometric Machine 1 

 After Disinfection 

 8:30AM 

 12:30PM 

 5:30PM 

 

0 

15 

24 

32 

 

0 

17 

22 

30 

 

0 

13 

20 

29 

 

0 

15 

22 

30 

 

 

67 

Biometric Machine 2 

 After Disinfection 

 

0 

 

0 

 

0 

 

0 
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 8:30AM 

 12:30PM 

 5:30PM 

19 

28 

36 

16 

23 

31 

17 

25 

33 

17 

25 

34 

76 

Biometric Machine 3 

 After Disinfection 

 8:30AM 

 12:30PM 

 5:30PM 

 

1 

21 

31 

40 

 

0 

22 

32 

41 

 

1 

19 

32 

39 

 

1 

21 

32 

40 

 

 

94 

Biometric Machine 4 

 After Disinfection 

 8:30AM 

 12:30PM 

 5:30PM 

 

0 

25 

39 

48 

 

1 

25 

36 

44 

 

0 

21 

30 

44 

  

1 

24 

35 

46 

 

 

106 

Biometric machine 1 – Outside the Cashier’s Office 

Biometric machine 2 – Outside the Registrar’s Office 

Biometric Machine 3 – University Canteen 

Biometric Machine 4 –  CHS Building 

 

The table shows that all the scanner 

machines were disinfected prior to 

the specimen collection.  This was 

to ensure that there were no 

microorganisms present in those 

biometric machines.  Thirty minutes 

after disinfection, the baseline 

count was obtained.   

 
Figure 1.  Colony count of 

microorganisms isolated in the 

different   biometric     

      machines at different 

times of the day.  

 

 At 8:30 in the morning, the 

colony count isolated was few but 

in the afternoon, the colony count 

exhibited a sharp increase in 

number.   

 

 The result of the experiment 

indicates that biometric scanning 

device can be a medium where 

microorganisms can be deposited 

waiting for the opportunity to be 

transferred to another medium via 

direct contact with the fingers.  The 

microorganisms may not multiply 

in the scanners because they need 

culture media to grow but they can 

still cause an illness once these 

bacteria enter the body through 

ingestion, inhalation and direct 

contact via jeopardized intact skin.     
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Conclusions 

From this study we can conclude 

Staphylococcus aureus, 

Staphylococcus epidermidis, 

Micrococcus luteus, 

Propionebacterium acnes, 

Escherichia coli, Corynebacterium 

diphtheria and Trichophyton 

mentagrophytes were the most 

common organism  isolated from 

the BM installed in UNP.   

 

Recommendations 

Based on the conclusions 

formulated, the following 

recommendations are forwarded 

for consideration: 

1. Posters bearing “Always 

sanitize your fingers before 

and after using this 

Biometric Machine” be 

mounted beside all the BM 

installed all over UNP to 

remind employees to be 

more cautious every time 

they use the device. 

2. Hand sanitizers be installed 

beside each biometric 

machine.  Although this may 

entail additional expenses 

on the part of the 

administration but there are 

ways to do this without 

incurring much expenses. 

3. Daily disinfection of the 

biometric machine either 

through swabbing or 

spraying is highly 

recommended. 
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